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Pakistan. The expansion of the internet, smart phones, online banking, e-commerce sites
Accepted on 19 March, and digital communication networks have provided positive opportunities for economic
2026 development and social interaction. The digital transformation, however, has also yielded
new manifestations of criminality, such as those involving cyber fraud, unauthorized use
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2026 are technology-based. With the rising trend of dependence on digital platforms and low
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awareness among the public on cybersecurity practices, cybercrime is becoming a major
problem for Pakistan. To confront these problems, Pakistan enacted the Prevention of
Electronic Crimes Act (PECA), 2016, which is an all-embracing legislation to combat
electronic crimes and digital offences. While PECA has laid a solid ground for the
regulation of cybercrime, there are also some issues that need to be addressed in relation
to enforcement mechanisms, institutional capacity, privacy protection, and balancing
cybercrime security measures with basic human rights. The study analyzes the existing
legislation related to cybercrime and data protection in Pakistan, highlighting the
effectiveness of the laws, implementation challenges, and the need for more robust
protection of digital rights. The study calls for a comprehensive data protection regime in
the country, enhancement of institutional capacities and a rights-based approach to
cybersecurity regulation. Good cyber governance should not only safeguard against digital
risks faced by individuals and institutions, but also respect privacy, freedom of expression
and due process in compliance with constitutional and international human rights
principles.

Keywords: Cybercrime, Data Protection, Prevention of Electronic Crimes Act 2016,
Digital Rights, Privacy, Cybersecurity, Pakistan, Information Technology Law
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1. Introduction

The digital revolution has been like no
other in history, and is redefining the ways
in which people communicate, do business,
gain access to information and connect
with government institutions. Digital
landscape has also seen rapid evolution in
Pakistan: internet penetration has grown,
smart phone usage is prevalent, online
financial services are flourishing and
reliance on digital platforms is increasing
in the everyday life of the citizens. The
digital revolution has opened up ample
opportunities for the economic and social
growth of Pakistan. Online businesses,
digital  banking systems, freelancing
platforms and electronic government
services have made things more convenient
and efficient. In addition, the development
of the information technology industry has
helped provide jobs and to advance the
economy. (Saleem et al, 2025) But with
greater reliance on digital devices have also
come new vulnerabilities. As technology
systems have become the instruments
through which cybercrimes are committed,
they are the prime targets of the
cybercriminals.  Cybercriminals  exploit
technological  systems to  perpetrate
offences that traditional criminal laws were
not intended to handle. Cybercrime
doesn't respect borders, often is committed
by anonymous perpetrators, and requires
technical skills to be investigated and
prosecuted. Cybercrime encompasses a

variety of illegal activities that are carried
out using digital networks. These comprise
unauthorized access to computer systems
and electronic fraud, identity theft, cyber
harassment, online financial frauds, data
theft, and attacks on critical information
infrastructure. (Masudi, J. A., & Mustafa,
N. 2023) Governments, businesses and
individuals all around the world have been
facing challenges as a result of the growing
sophistication of cyber threats. The abuse
of the internet has emerged as a significant
issue in Pakistan given the rapid adoption
of the internet and a lack of awareness
about internet security and institutional
issues. People are more vulnerable to
online financial fraud, misuse of personal
information, harassing messages and
messages or stealing personal information
online than ever before. To tackle these
emerging challenges, the government of
Pakistan has passed Prevention of
Electronic Crimes Act (PECA), 2016. The
law contains definitions of different kinds
of cybercrime and outlines how the crimes
would be investigated and prosecuted. It
also  makes  provisions  for  the
responsibilities of relevant institutions
towards combating cybercrime. (Noorani,
G. M. 2025) Although PECA is regarded
as very important, there are debates on its
effectiveness and implementation. Some
critics say the law needs to be updated to
reflect new technology risks, others point
to the issues of privacy and freedom of
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expression or the potential for misuse of
legal authority. Data protection also has
become significant in Pakistan. Today, with
the digitalization of the economy, personal
data is a resource that governments,
businesses, financial institutions, and
online platforms are acquiring. If there are
no appropriate protection mechanisms in
place, personal data can be used
inappropriately, shared and wused for
unlawful purposes. In contrast to other
countries which have comprehensive
privacy legislation, Pakistan is in the
process of forming a full-fledged data
protection framework. With no clear data
protection regime, there are questions
about how personal data should be
collected, processed, stored and protected.
The present research investigates the
linkage between regulation of cybercrime
and data protection in Pakistan. It reviews
current laws and legal structures, identifies
implementation issues, considers human
rights  questions, and recommends
amendments to the current law to promote
a secure and rights-based digital space.
(Saleem et al, 2024)

2. Research Objectives

The objectives of this research are:

1.To examine the existing legal framework
governing cybercrime in Pakistan.

2.To analyze the effectiveness of the
Prevention of Electronic Crimes Act, 2016.
3To identify major challenges in
cybercrime investigation and enforcement.

4. To examine data protection issues within
Pakistan’s digital environment.

5.To evaluate cybercrime regulation from a
human rights perspective.

6.To suggest legal and institutional reforms
for stronger digital rights protection.

3. Research Methodology

This study is a qualitative and analytical
research using the legal and
interdisciplinary analysis approach. The
research methodology adopted by the
researcher in the study is mainly secondary
sources which are related to the Pakistani
laws and policies, international reports,
research articles, comparative legal sources
and constitutional provisions etc. The legal
provisions, including the Prevention of
Electronic Crimes Act, 2016, constitutional
rights and new data protection frameworks,
are examined using a doctrinal legal
research approach. The study also includes
a comparative analysis, with examples of
other  international  approaches to
cybersecurity and privacy regulation. This
research addresses identifying gaps between
legal provisions and practice. It analyses
whether the legal framework existing in
Pakistan is effective in providing protection
to the fundamental rights and dealing with
modern cyber threats.

4., Conceptual Understanding  of
Cybercrime

4.1 Definition of Cybercrime

Cybercrime is defined as any crime that is
committed using computers, digital
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networks, electronic devices, or In Pakistan online banking, mobile
information systems. Cybercrime differs payment and ecommerce have grown in the
from traditional crimes in that the  form of digital financial services at a fast

criminals are typically able to remain
anonymous and victims are often located
anywhere in the world. ( Bhatti, A., &
Afraz, T. 2025)

Cybercrime may involve computers as:

1. Targets of crime - such as hacking,
malware attacks, and unauthorized access.
2.Tools for committing crime - such as
online fraud and identity theft.

3.Platforms  for
exploitation - such as cyber harassment
and digital abuse.

communication and

Cybercrime is complex and needs expertise
and  specific tackle
technology-driven crimes, as traditional

legislation  to

criminal

pace. But this growth has created new
opportunities for cybercriminals too.
Common forms include:

Fake online shopping websites
Phishing attacks

Banking scams

Fraudulent digital transactions
Theft of financial information

These crimes are not only a financial loss,
they also inflict a loss in public trust in
digital services. (Muhib et al, 2025)

C. Cyber Harassment and Online Abuse
The use of digital technologies to harass, or
the harassment of others, is an important
social and legal problem. Social media can

justice  mechanisms are  be the place where you often find yourself
inadequate. doing:
4.2 Major Forms of Cybercrime in Pakistan ® Threats

A. Unauthorized Access and Hacking
Unauthorized
accesses a computer system, network, or
digital account without permission. The
hackers could steal information, damage

access when someone

systems, or exploit for financial gain or for =~ Women groups are
personal use. Due to the rising trend of  particularly affected by online abuse,
digital dependency, government  making  cybercrime  regulation  an
institutions, businesses and individuals important human rights issue. (Khan, A. U.

have increasingly become targets of hacking
attempts in Pakistan. (Awais, F. 2025)

B. Online Financial Fraud

https://policyjssr.com/index.php/PJSSR/about

® Blackmail

® Unauthorized
information

® Online stalking

® Digital harassment

sharing of personal

and vulnerable

A. 2025)

D. Identity Theft and Data Misuse

Identity theft is the unauthorized use of
someone's personal information. Identity
documents, online

financial data or
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accounts could be used fraudulently by
criminals. With increasing personal data
available online, legal systems face a big
challenge in protecting digital identities.
(Munir, A. 2025)

5. Evolution of Cybercrime Legislation in
Pakistan

5.1 Early Legal Developments

In the absence of the comprehensive

cybercrime legislation, Pakistan had to

cybercrime and empowers the relevant
authorities with investigative powers. It
includes arising from
unauthorized access, electronic fraud, data
theft, cyber harassment, cyberstalking and
offences against the dignity and privacy of
individuals. The fact that PECA was
introduced was significant
recognized that digital crimes need to be
treated in a particular way, using a

offences

because it

resort to general criminal laws and  specialized legal approach. Despite a few
regulations  relating  to  electronic  years in operation, doubts have been raised
transactions for dealing with technology = about its effectiveness, coverage and
related offences. One of the earliest  interrelationship  with  basic  rights.

attempts to give electronic documents and
to recognize digital communication in the

(Mohammed, F. 2016)
5.3 Major Provisions of PECA, 2016

law is the Electronic Transactions  A. Unauthorized Access to Information
Ordinance, 2002. But it didn't have  Systems

enough  provisions to deal with  PECA makes it a crime to hack into info
contemporary  cyber crimes. Digital = systems and data. This is to ensure the

technologies developed at a fast pace,
necessitating specific legislation that would

be able to address cyber threats. (Hadi, M. J.

2024)
5.2 Prevention of Electronic Crimes Act
(PECA), 2016: A Critical Analysis

security of computer networks, digital
accounts and electronic
against unauthorized access. With the

information

proliferation of online banking systems,

government  databases, and  business

information systems, unauthorized access

PECA 2016 is the country's firstever has become more and more important. To
comprehensive law against electronic implement these provisions, technical
crimes. The Act had the goal of preventing ~ knowledge and up-to-date investigative

unauthorized activities being wused in
information systems, to control use of
electronic communication and to create
possibilities ~ for  investigation  and
prosecution of cyber crimes. PECA gives

legal recognition to different types of

https://policyjssr.com/index.php/PJSSR/about

skills are needed. (Ahmed et al, 2026)

B. Data Theft and Unauthorized Use of
Information
The Act

unauthorized access, copying, or use of

offers a safeguard against

electronic information. This becomes a
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crucial point especially as personal and
organizational information has become a
valuable asset in the digital world. But
criminal penalties are not enough to
achieve data protection there should be a
robust system of data collection, processing
and storage rules for
(Dhirani, L. L. 2024)

C. Electronic Fraud

Electronic fraud provisions are for crimes

organizations.

committed with deceit using electronic
technology. Such crimes involve fraudulent
electronic transactions, manipulation of
electronic information for financial gain,
and online scams. In Pakistan, electronic

of further harm occurring to victims.
(Imam, D.S, 2024)

6. Institutional Framework for Cybercrime
Enforcement in Pakistan

6.1 Federal Investigation Agency (FIA)
Cyber Crime Wing

The Federal Investigation Agency (FIA) has
been the main body to investigate
cybercrime cases in Pakistan in the past.
The Cyber Crime Wing was created to
investigate the
electronic crimes and carry out technical
investigations. (Bhatti, A., & Afraz, T.
2025)

The agency performs several functions,

complaints relating to

transactions and the use of online  including:

marketplaces has become a significant issue o Receiving cybercrime complaints
as it allows for increasing instances of fraud. @ Conducting digital investigations
It is difficult for many victims to claim o Collecting electronic evidence
financial losses as a result of problems in o Identifying cybercriminals
investigating and identifying cybercriminals. @ Assisting prosecution authorities

(Ullah, S et al 2015)
D. Cyber Harassment and Cyberstalking

The FIA Cyber Crime Wing is vital but is

beset with various challenges such as

One of the most significant achievements limited resources, a rising number of
of PECA is that online harassment is complaints, an inadequate number of
defined as a criminal act. The law protects technical experts and the challenge of
against the misuse of digital platforms dealing with the rapidly evolving

threatening, intimidating or harming a
person. This is especially relevant for
women and vulnerable groups who are
victims of online violence. However, it has
to be implemented in a manner that allows
for easy access to complaints, the sensitive
handling of complaints and the prevention

https://policyjssr.com/index.php/PJSSR/about

technology. (Baloch, A., & Abid, A. 2026)

6.2 Challenges in Cybercrime Investigation
Cybercrime investigations can be quite
unique and vary greatly from normal
criminal investigations. Specialized
collection, preservation and
methods are required for digital evidence.

(Haque, E et al 2023)

analysis
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Major challenges include:

Technical Complexity

The cybercriminals are constantly finding
new ways as well, such as new methods of
fraud, encrypted communications, and
anonymous digital networks. Ongoing
training is essential for effective responses
by law enforcement. (Ahmad, W., Asghar,
U., & Afzal, M. 2025)

International Nature of Cybercrime

In many cases of cybercrime, both the
perpetrators and victims are from different
countries, as are the digital infrastructure.
Cooperation between the international
community is thus necessary for
investigation and prosecution.

Digital Evidence Management

The electronic evidence is easily modified,
deleted or transferred. Investigators should
adhere to procedures to ensure reliability
and admissibility of digital evidence in a
court of law.

7. Data Protection Challenges in Pakistan
7.1 Absence of Comprehensive Data
Protection Legislation

Pakistan lacks a full-fledged Data
Protection Law, similar to international
standards, in the current digital landscape,
which is one of the key drawbacks in the
country's legal system. PECA aims to tackle
some types of illegal access and misuse of
data, but doesn't cover the entire data

lifecycle.
A modern data protection framework
should address:

https://policyjssr.com/index.php/PJSSR/about

Collection of personal information
Purpose of data processing

Consent requirements

Data storage and security

Rights of individuals over their

information
® Responsibilities  of  organizations
handling personal data
If there is no such law, then the person
might not be legally protected against
misuse of their personal information.

(Azhar et al, 2025)

7.2 Personal Data and Privacy Risks

Digital platforms collect large amounts of
personal information, including:

® Names

Identification details

Financial information

Location data

Online activities

Communication records
Government departments, banks, online
businesses, and social media platforms
process personal data on a daily basis.
(Shabbir, N., & Adnan, M. 2025)

Weak data protection mechanisms create
risks such as:

® Unauthorized disclosure of
information

® [dentity theft

® Financial fraud

® Surveillance concerns

o Commercial misuse of personal

information
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Protection of personal data is therefore

directly connected with the constitutional

right to dignity and privacy.

7.3 Data Protection and Businesses

Increasingly, businesses in Pakistan are

depending on customer data for digital

services and  marketing  activities.

Ecommerce businesses, financial

institutions and tech firms gather a lot of

consumer data. But if there are no legal

requirements, companies might not have

enough of an incentive to implement

robust data security measures. (Bint Sohrab

et al, 2024) A comprehensive data

protection law should put responsibilities

on businesses as follows:

® Secure  handling of  customer
information

® Notification of data breaches

® Limiting unnecessary data collection

® Ensuring transparency in  data
processing

8. Human Rights Perspective of

Cybercrime Regulation in Pakistan

Cybercrime regulation must balance two

important objectives:

1.Protecting individuals and society from

digital harm.

2.Protecting fundamental rights in the

digital environment.

Excessive regulation or misuse of cyber laws

may negatively affect freedom, privacy, and

democratic participation. (Ahmad, M. T.,

& Habib, R. 1. 2026)

8.1 Right to Privacy

https://policyjssr.com/index.php/PJSSR/about

The right to privacy is a fundamental
human right, which is recognized all over
the world and enshrined in the
constitution of Pakistan. The dignity and
privacy of home is guaranteed under
Article 14 of the Constitution of Pakistan.
In the digital era, privacy goes beyond
boundaries of physical space and extends
to safeguarding personal information and
online identities. The individual's right to
privacy and dignity can be adversely
affected by unauthorized access, data
breaches and misuse of their personal
information. Thus, cybercrime legislation
should provide adequate safeguards against
digital privacy breaches. (Abbas et al, 2023)
8.2 Freedom of Expression
Digital platforms have been a part of the
political, educational, and social life. The
Constitution of Pakistan guarantees the
freedom of speech and expression of every
individual (Article 19) with reasonable
lawful restrictions. Cybercrime legislation
needs to strike a balance between detection
of online abuse and the protection of free
expression. Excessively general limits could
deter legal communication and public
involvement. (Aftab, s. 2024)
A rightsbased  approach  demands
restrictions to online expression must be:
® C(Clearly defined by law
® Necessary for legitimate purposes
® Proportionate to the harm being
addressed

8.3 Due Process and Fair Investigation
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Those suspected of  committing
cybercrimes should be treated fairly based

on the principles of justice and due process.

Important safeguards include:

L Transparentinvestigation procedures
L Protection against arbitrary action
o Right to legal representation

o Independent judicial review

Cybersecurity should not become a
justification for violating fundamental legal
protections.

9. Comparative Analysis: International
Approaches and Lessons for Pakistan

9.1 European Union: General Data
Protection Regulation (GDPR)

The European Union General Data
Protection Regulation (GDPR) is one of
the most robust data protection laws in the
world.

GDPR emphasizes:

® [ndividual control over personal data
Transparency in data processing
Strong organizational responsibilities

Rights to access and delete personal
information

® Accountability of data controllers
Pakistan can learn from GDPR principles
by developing a framework that places
individuals at the center of data protection.

(Hoofnagle et al, 2019)

9.2 India’s Digital Data Protection
Framework

With the rise in digital transformation,
India's government has enacted laws

https://policyjssr.com/index.php/PJSSR/about

regarding personal data protection. India's
response shows how vital it is to define
clear responsibilities for organizations
dealing with personal information and
provide enforcement mechanisms. The
technological and social context in both
Pakistan and India is comparable and
lessons can be learned from it for Pakistan's
future regulations. (Burman, A. 2022)

10. Recommendations for Legal and
Institutional Reform

Based on the analysis, the following
reforms are recommended:

10.1 Enact Comprehensive Data Protection
Legislation

Pakistan requires a dedicated data
protection law that clearly defines:

o Rights of individuals

Duties of organizations

Data processing standards

Penalties for violations
Independentregulatory mechanisms
Such legislation should align with

international privacy standards while
considering Pakistan’s social and legal
environment.

10.2 Strengthen Cybercrime Investigation
Institutions

Law enforcement agencies require:

® Advanced digital forensic facilities
Specialized training programs
Increased technical experts

Better coordination with international
agencies
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Cybercrime cannot be effectively controlled
without improving investigative capacity.
10.3 Establish Public Cybersecurity
Awareness Programs

Many cybercrime victims lack knowledge
about digital safety.
Government institutions, educational
organizations, and private
should promote:

® Online safety education

® Responsible digital behavior

companies

® Awareness regarding financial scams

® Drotection of personal information
104 Develop Specialized Cybercrime
Courts

Cybercrime cases often involve complex
technical evidence. Specialized judicial
mechanisms may improve:

® Understanding of digital evidence

® Speed of case resolution

® Quality of legal decisions

Judges and prosecutors should receive
specialized training in technology-related
legal issues.

10.5 Maintain Balance between Security
and Rights

Cybersecurity policies must protect both
national interests and individual freedoms.
Pakistan should adopt a human-centered
approach where digital security measures

respect:

® Privacy

® Freedom of expression
® Equality

® Due process

https://policyjssr.com/index.php/PJSSR/about

11. Conclusion

The  swift of  digital
technology has reshaped the social and
economic landscape of Pakistan both in
terms of opportunity and challenges such
as cybercriminal activities and data security
issues. Online fraud, identity theft, hacking
and digital harassment are all emerging
types of cyber offences which have become
widespread and which need a strong legal
and institutional response.

Prevention of Electronic Crimes Act, 2016
is a step towards combating cybercrime in
Pakistan. It sets a legal framework for the
investigation and prosecution of electronic
crimes. Still, technology is changing at a
rapid pace and associated legal changes are
needed for this.

One of the key challenges is the lack of a
comprehensive data protection framework
that can safeguard individuals' personal

advancement

data in the digital world. A strong
cybersecurity strategy involves
criminalization as well as prevention,

privacy and accountability measures, which
are all necessary.

Building trust amongst citizens, businesses,
and government institutions is crucial for

the future of Pakistan's digital development.

A

framework,

robust cybercrime
with good data
protection measures, can foster innovation
in digital technologies and ensure the

protection of fundamental rights.

and progressive

in line
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The objective of cyber law should not only

be controlling digital threats but also

creating a secure, fair, and rights-based

digital society. Pakistan needs to create a

balance between cybersecurity and freedom

through
institutions, strengthening legislation and
implementing international best practice.
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